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Abstract

Thispaperdescribesamonitoringtool for grid computing5], calledvisRerf. It is difficult to seethestatusof aworking

productiongrid systemwithout a customizednonitoringsystem.The statusincludesmary detailsof thesystermsuch
assystemrunning information, performane changs, system/softare failures,securityissuesand so forth. Most
grid middlevare provide a simple monitoringtool for their systemspr provide simpletools for checkirg the status
of the system. visRerf is a generd purposegrid monitoringtool for visualizing, investigating,and controlling the
systemin adistributedmanner visRerf is a systembasedon a distributedmonitoringsensor(visSensp) in which the
sensousesmethodsto monitorthe grid middlewvare’s statuswith little or no modificationsto the underlying system.
visSensousestwo methodsto capturethe status:indirectanddirectinterfaces. Theindirectinterfaceusesthe log

informationgeneratedn therun-timeof the middlevare. Thedirectoneis usinganinterfaceof the grid middlevare
thatoffersthe internalinformationof the grid system.In the visRerf monitoring system,userscanwrite a log filter

to refinetheir grid middlewvare’s log that then plugsinto the visRerf. The refinedinformationvia the filter is then
presentedo users.Also, usingthe informationinterface(profiling API) provided by a grid middleware,visRerf can
shawv theinternalinformationthatis offeredby thesystendirectly. To adaptvariousnetwork configuratiorsincluding
afirewalled systemthatonly acceptdegal network ports(e.g. web serviceport) from outsideof the firewall, visRerf
supportsmonitor proxy for its remotesensometwork. Sensorof visRerf can make a peerto-peer[9 network for
servinginformation. As a casestudy we presenthe customizedmonitoring systemfor the NetSolhe[2] functiond
grid systemusingvisRerf. Thus,visRerf, whenconnectedo NetSole, cangraphicallyshav the sener resource's
workloadmapandtheir parallelcomputinginteractions.

1Thiswork hadbeenperformel at Innovative Computing Laboratay asa visiting scholar from June2001to June2002



1 Introduction

From the emegenceof high speedbackone network servicessuch as vBNS[2( and the Interret2[13, Grid
Computingb] hasbecomeoneof the mostexciting new trendsin high-perfomancecompuing. The corceptsof ease
of useandwhole computing resourceaunificationinvolving somary kindsof compuing tools,includng new network
facilitiesandnew software,have contritutedto the growing interest.In a grid network, theremay be large numkbers
of compuing resoucesthatrangefrom persamal workstatiors to supecompuers. Thesecompting resoures span
large geogrghicalareagangng from inter-canpusto internatisal. Eventhoughfault-toleantmechaisms[8 21, 7]
exist for grid middlewvare, human intervention is still requred for recoqizing certainprodems of the system. Be-
causehuge amounts of dataareproducedby mary commnentsof the systemin the form of logs andtraceevents,it
is oftenvery difficult, in a large scalesystemto find the proverbid "needlein a haystack’prodem without human
intervention. To maintan suchlarge scalegrid systemswe needthe capabilityto monita the system.. Most grid
middlewvare[14 11, 13, 10] have the capabilityto do thatto someextent. But, we needa monitaing a systenthatis
simplerandthatsuppats a heterogneousrvironmert.

visRerfis akind of moritoring systenfor grid compuing in whichmultiple computing entitiesareinvolvedto solve a
computationalprodem with parallelanddistributedcompuing tools. Originally, thiswork wasperfomedasasimple
monitaing facility for a specificsystemNetSohg/14]. However, this work canbe exterdedto provide a monitorfor
Globus[11], Conda[10], Legion[13], Ninf[4] andsoforth, onaUnix system.

We describethe prodems andthe requrementsof the monitor softwarefor grid compuing ervironmert in section
2. In section3, the systemarchitectue of visRerf is presentedvith designcorceptsin detail, includng its sensor
architectue, moritor viewer, andmonitorpeerto-peemetwork. In sectiord, we shov anexamplemonitar, visRerf for
NetSole, usingthevisRerf system.Relatedwork is presetedin Section5. Finally, we corcludethework in Section
6.

2 Support for Grid Computing

For grid compuing, a monitaing systemhasto conside severalrequirenents. We descrile the requilementsneedd
for sucha moritor system.lt is alsoa designgoalthatthe moritoring systembe for grid compuing. Most grid mid-
dlewareconsistf threeparts: client(eg. userapplicdion), mangemat(e.g. resourceschedler), andresouce(e.g
sener, storageandetc). For the client part, usersdevelop their applicationwith a grid middlevare’s progammirg
interface. In the working phasethe users grid applicdion cortactsthe resouce scheduleto geta resouce for its
computation. Then the applicationcanusethe assignedesource Becausagesouceson a grid arelocatedin a large
scalearea,i.e. looselycoupled it is difficult to be aware of someerrors or prodemsthat arederived from a users
application. Grid middlewvare suppots remotemachires’ standarcoutpu handleseTDOUT/ STDERR) to shaw the
userthe outpu of the applications execution. Whenthe number of processeof a userapplicatio grows to a large
numter, it is oftendifficult to deternine anerra or aprodem. The statusinformationmaintainedy grid middlevare
is not enoudn to undestandthe system. If a usercanseethe interations of the systemvia visualizedinformation,
the usercanbetterunderstandandmaintainthe system.Besidescaptuing the interactiors of a grid application, it is
usefulto gathe informationsuchasthe performane of alocal machire’s processoworkload, disk usageandsoon,
which arerelatedto remotemachinedn the grid. Eventhough this informationis alreadymaintainednternallyin
the middeware, it is usuallyusedfor a resouce schedler or a decisionmakingsystemnot for a users monitaing
purpose.Usersdemandatool for moritoring their systemwith little effort. To accomnodatedemarlsof a monitaing
systemfor grid compuing, therearesereral prablemsandrequrementgo be solvedandsatisfied.

2.1 Problems

To make a moritoring systenfor grid computing, we faceseveralprodemssuchasthe following:

Heterogeneity In agrid compuing environment hardware andsoftwareareconfiguedto beusedby grid middleware.
In the caseof alocal systemthatis in theform of a clusterlike sener systemthe middlevare doesnot needto
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corsiderhetergeneitysuppot becausdé usuallyuseshe sametypesof machinesandsoftware.But in thegrid
scalecompuing ervironmen, the compmnentsof the systemarelocatedacrass a wide areaandhave various
typesof compments,includingthegrid middlevare To monitorthesecompuing resouresrelatedto thegrid,
we needa way to collecttheinformation for the purpcse of manaing or investigaing its working statuswith
hetergeneitysuppot. Thatis, amonitaing systemhasto adaptto various ervironmerts.

Access Network Dueto the various network accesgoliciesincluding firewall, NAT, andso forth, sometimest is
difficult to monitorremde machiresin a simpleandlike manrer. In the caseof grid middlewvare, it hasits
own mechanismfor accessingemotecommunicationwith a securitymechamsm(e.g. Kerberos[13). But,
a monitaing systemto be discussedn this paperis anindepenientsystemto the grid middeware. To get
corsistentaccesdo a remde moritoring object, we have to usea tolerantpratocol or interfaceto a network
site having restrictedaccesgrotacols. HTTP tunreling[1§, for examge, canbe usedfor addressingheaccess
restrictiors of a network behinda firewall soanapgication residingoutsideof a firewall canaccess network
insideof thefirewalledsitethroughawebprotocd like HTTP.

Size of Information The speedof transfering monitaed information to an apprg@riate location hasa restriction
accoding to the capacityof theremde systemandthe commuicationchanml. So,we have to devise away
to redwcethe sizeof the moritoring datathatis changdaccordimg to its run-time systemandconfiguation,i.e.
thesizeof thesystem.

I nteroperability Monitoredinformationcanbe sharedwith otherapplicatiois suchasa grid resouice schedler and
othermonitaing systems.To acconmodatesuchapplications, an intergperableinterfaceis requirel. This is
closelyrelatedto the Accessinterfacepreviously mentined.

Scalability In thegrid network, we have to considerthe scalabilitydueto the multiple entitiesto be monitaed. The
NetSole productiongrid (campus-widegrid prgect[3]), for example developedby the Innovative Computirg
Labcaatory (ICL at UTK), sometimegxceed more than100hosts.This is just the caseof alocal grid. But, if
this grid extende into otherexternalgrids, the scalabilityissuesof a monitoing systemwill be moredifficult
thanthelocal grid.

Local Monitoring
Entity

. ’
Local Ya
Representative

monitor

Local Grid

Figurel: CentralizedDecentralizedHybrid PeerTo-Pee Network Topolagy for Monitoring System

2.2 Requirements

Support Various Systems To monita various grid systemswe have to have a way to getinformationfrom a tamget
ruming system. We consideed two waysfor accomplishig this: indirectanddirectinterfaces.If grid mid-
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dlewarehasno moritoring facility offering its internalstatusto an extemal program,we have to useindirect
information,thatis, log informationasa form of anaccessibl@lataobject. This information canbe usedfor a
moritoring systemwhenthe systemis notintegratedinto the middlevare, therebre we needa progamto pro-
cessthelog informationgeneratedby the grid in realtime. This programparsedog informationinto aform of
standadl moritoring informationthatcanbe preseredto auser If agrid middewarehasa monitoting facility,
we canuseits interfacedirectly. It alsorequresaminimal effort to integrate it into the montoring system.We
believe thatthis canbea solutionfor hetergeneityproblemswithout ary changsto theundelying grid system.

Networ k Topology of Monitoring System To adap the prodemslisted above, first a monitaing systemhasto con-
structa network for itself becageit is necessaryor a moritoring systemto be efficient andsimple. For this,
we consideed a peerto-peernetwork topdogy[6] becausehe centralizednetwork of typical moritoring sys-
temsdoesnot fit the natureof grid compuing. Centralmonitas cannot monitor whole monitaing entities
involvedin a grid. Deploying this peerto-peernetwork topdogy cancopewith large amourts of datato be
transferedto onepointandcanaddressthe scalabilityprablemdueto the bottlenek effectwhenaccessinghe
monitoring system.By utilizing a peerto-peernetwork, the monitoing systemcanmaintan local information
andthenit canbe sharedwith otheroutsidemonitoing systems. For our purposes,thereare several types
of peerto-peernetwork topdogies[q: centralizedring, hierardical, decentrized, centralizedring andcen-
tralized+decentralizd. Thesetopolagieshave their own adventagesanddisadwantagesccordng to evaluation
criteria: managability; information coheence;extendability; fault toleranceandscalability We just consider
the manageaility, information coheence andscalabilityissues.The apprgriatetopdogy for a grid monita-
ing systemis the centialized+deentralizedhybrid peerto-peer networktopolayy becauseve canhande the
local grid systemin a centralizel manne andthe globd grid in a decetralizedmanner Figure 1 illustrates
the topolagy. Eachlocal representatve sensorcaptues and maintairs monitaed informationof a local grid
1 in acompat form. Becausehereis no centraldatamaintainerof local monitared information, thereis no
incorsisteny betweertheinformationprodwedandviewedvia the montoring system.

Networ k Access | nterface(Protocol) To solve the interface accesgprodem as mentiored befae, we have to use
sometolerablemechaism. We consicredtwo network accessnterfaces (pratocol): generalTCP datacom-
murication (usingmoritor’s own communicationprotacol) andXML-RPC[22)(usinglegal web protacol). De-
perding on thecondition of a siteto be accessedye canusethesetwo method adaptvely. Usually we douse
amonita’s own comnunicationprotacol for accessing remotemoritoring sensar If thereis arestrictionon
accessingt dueto anetwork securitypolicy, we canuseXML-RPC throughHTTP chanrel(e.g.legd webport:
80).

3 Monitoring System’s Design Approach

Becausef the demairls of moritoring systemdor grid computing, we have identifiedseverd prodemsandrequire-

mentsin the previous section. Basedon thoseprablemsandrequrements,we have designeca monitoling system
architectue. Figure2 presentshe overview of thevisRerf monitoiing system.Thefigureillustratesthe NetSole grid

middlevareasa representatie grid systemwith visRerf. Most grid middlevare[11 14, 13, 10] consistof threeparts
asillustratedin thefigure;client, managmentandresouce(sener). So,we will explainwith theNetSole systemin

mind. In theclientportion thereis a clientapplication equipgedwith a grid middlevareawaresoftwarelibrary. This

clientapplication(grid middewarelibrary) usesaresouce schedier of its own in orde to getaresouceto beused.
For this grid configuration,we positioreda monitaing systemateachpart. Thesensolis aservicedaema for collect-
ing a local hosts informationandpropagatingthatinformation to a subscribemoritor viewer. The main contmoller

is aviewer/cantroller for cortrolling theremotesensomswell asanalyzirg andvisualizirg the collectedinformation
interactely for theuser As aremotesensorour monitaing systemhasvisSensothatworksfor monitoiing a local

machire anda viewer/coriroller, visRerf, through a dedicateccomnunicationport.

1a.k.alocal cluster or oneunit of loca machiresusinga samegrid middlevare
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Figure2: Oveniew of visRerf Monitoring System

3.1 Local Monitor: visSensor

visSensois a monita residingon a local machine.lt is responsibldor sensoringa local machines statusby gath
ering that machire’s performane information (CPU workload, memay status,disk 1/0, and so forth) and special
purppsemonitoling informationthatis tailoredfor a specificsystemlik e grid middleware(i.e. moritoring application
interactiors).

A local machire’s geneal perfaamanceinformationis gatteredby a local machines systemperfamancemeasurig
toolssuchasvnst at , i ost at, t op of UNIX-basedsystemperfamancetools. visSensomaintairs thelocal ma-
chines geneal perfamanceinformation by periadically parsingvaluesproducedby virst at andi ost at. This
perfamanceinformationis storedin visSensoitself. Basedon a requestof a remotemonita/viewer, this informa-
tion is transfered through a network chanml to the destination Oneadwartageof maintainirg the local machines
perfamanceinformationis the richnessof the information. Any extra perfaamancemeasung facility canbe eas-
ily integratedinto visSensoasa modile. visSensorcankeeptrack of the long-term performarce trends that reflect
the perfamancefluctuationof the machine. It includes the statisticalinformation on the machines$ periormane.
This canbe usedfor grid middlewvare asa clue for the resourcescheduling A similar tool, NWS (Network Weather
Service)L7], hasalreadybeendevelopedfor this pumpose.But, NWS is focusedon foreastingnetwork perfamances
(bandvidth andlateng) of endto-endcomnunicationbetweerntwo machine usinglightweight network probesand
adaptve predction algorithms.

For specificsystemtailoredmonitoling, we suppot two method: log-basedmonitoringand API-basedmonitoring
As mentioned previously, thereare various runtime systemsof grid middlevare. The simplestway to moritor a
runtime systemwithout ary modificatian to the systemis usingits log file becausenostruntime systemdog their
statusinto thelog file for the purppseof delugging andmonitoiing. Although this methodis simple,thelog file of a
grid middlevareapplicationhasto have aformd form to depictits statusin a consistenmamer, thatis, with arule
(or gramnar) of thelog file. Let usassumehatthe userwantsto seethe runring sequene of a client application
At first, a client applicationcontads the grid resourceschedler for requestinga resourcefor its computing. Then
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the schedler returrs the information of an availableresouce to the client application. After that, the client sends
arequestto a selectedresouce for solving the client’s problem Finally, if the client hasno problam to be solved
with thecomputing resouce, the conrectionbetweerthe clientandtheresouceis closed.Fromthebeginning of this
scenarido theend,thegrid middewarelogstheinteractionto its log file. To captue therunning sequenein thecase
of NetSohe, logshave to have ameanindul formatsuchas:

..<omtted>. .

NS_PROT_PRCBLEM SUBM T: Tinme 1017336647 (Thu Mar 28 12:30: 47 2002),
Ni cknarme inttest, lnput size 12, Qutput Size 12, Problem Size 1,

I D | eepro@naka. cs. utk. edu

Server List for probleminttest:

neol5. sinrg.cs. utk. edu

neol4. sinrg.cs. utk.edu

neo9. si nrg. cs. utk. edu

neol0. sinrg.cs. utk. edu

neo8. sinrg.cs. utk. edu

..<omtted>. .

NS_PROT_JOB COVPLETED FROM SERVER: neol5.cs.utk.edu inttest O
..<om tted>. .

Server cypher12.sinrg.cs.utk.edu: latency: 1012 bandwi dt h: 870885
Server anakin27.sinrg.cs.utk.edu: workload = 100

Server neol3.sinrg.cs.utk.edu: workload = 100

Server cypher05.sinrg.cs.utk.edu: workload = 100
Server anakin3l.sinrg.cs.utk.edu: workload =0
Server cypher0l.sinrg.cs.utk.edu: workload = 0

Server neo6.sinrg.cs.utk.edu: workl oad = 100
Server cypher13.sinrg.cs.utk.edu: workl oad = 1596
.. <omitted>. .

The log presentedabove, for exanple, is a part of the NetSohe log file that is produced by its central
agent (the resouice schedler of NetSohe). We can figure out the sequene of the call from a client ("I D
| eepro@naka. cs. ut k. edu”) to a sener "neol5. si nrg. cs. ut k. edu”. The client sendsa request
("NS_PROT_PROBLEM_SUBM T") to the resourceschedler. Then,the schedulepresentghe availableresouce
list. Thesener("neol5. si nrg. cs. ut k. edu”) is selectedor theclient. In this casethefirst oneof theresouce
list is the selectedesouce becauséetSole’s agentcalculateollectedperformarce informationfor eachresoure,

appliesaschedulig algotithm interrally, andthensortsthelists in the order of the mostidle machine By trackingthe
sequene of a call by logging, we cangetthe interral performane informationlike "wor kl oad = 100" asin the
samplelog above. Becausalll the internal periormane information maintaine in the grid middleware is collected
into the resouce schedulgrwe canalsogetextra performarceinformation provided by the grid middlewvare itself, in

additionto thegeneralperformarceinformationmeasued by a sensar

In additionto log-based monitoring somesystemshave APl monitoring (monitaing facility) or prdfiling suppat
for internal or external montoring. For examge, NetSole has” Transaction& Logging Facility” thatis usedby
commnentsof NetSole to sendits activities to aninformationdatabassener of NetSole. Thedatabasés asimple
key and value pair store. Finally, montoring software can get the collecteddatato shaw its actwvities in a timely
manrer.

After visSensois setup asa stand-aloe network daema, visSensostartsto perfam the sensoryfuncions. There
aretwo method for deliveling the monitared information to a subscriler (i.e. viewercontrolle); pushand pull

mechaisms. If visSensois configued to transferits datato a subscribervisSensosendsits moritored datato a
pre-sgecifiedhost(usingpusl). If a subscribewantsto getthe moritored dataon demandit sendsa reqiestto the
visSensofusingpull).

In the caseof NetSolwe, the agentis the centerfor loggng its trace. In otherwords, all compmentsof NetSohe
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transfertheir logsinto the agent. So, the rate of logging into alog file is very highwhentherearemary computing

resouces. Consequetty, the visSensds consunption of thelog file in realtime requresthatlarge amouwnts of data
betransferrd to a subscriberSo, visRerf hasa pregocessindiltering function. This hastwo adwartages:lightweight
datasizeto betransferedto a subscribeanda standad formatof a log to suppat varioustypesof grid middlevare.

Filtering theraw logs of a specificsysteminto a standardcompactsemantidormat notonly redwcesthe sizeof data
to besentbut alsoprovidesa standardormat to be processedn aviewer/cantroller. If alog filter modue for a specific
systemexists, it canbe utilized without ary extra effort by themonitorviewer (visualizej. Theright sideof Figure3

shavs compnentsvisSensom which thereareseverallayers. The”l nf o/ Log Col | ect or” works at collectirg

a local machne’s geneal perfamanceinformation (e.g,l / O and Ker nel by using/ pr oc, which is a special
in-menory file systemto presenthekerrel’s status)andto filter a specificsystem$log (e.g.Net Sol ve log filter in

thefigure). Additional log filters canbe pluggedinto it. visSensosenesits monitoling datato anextemal subscriler
through two network protacols: rawv monitor protoml and XML-RPC protacol. A sensohastwo modes accoding

to its local fundion: slavemodeandrepresentativenode In slave mode,it obeys instructians of its pre-cafigured

represetative sensorin repesentatie mode it subscribedts slavesmoritoreddataandactsasamonita proxy. This
will beexplainedin Section3.4

........................................................................................
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Figure3: Comporentsof visRerf: SensomandMain Controller(visudizer)

3.2 Managing and Presenting Monitored Information: visRerf

Locally, visSensoworksby monitaing thegenerasystenmperfamane anda specificsystems$ actwities usingafore-
mentiored appoachesvhile manaing its collecteddataandservingit to a exterral viewer/catroller thatis called,
viskerf. visRerf is usedfor brawsingandcontrdling thestatusof alocalmachinevia alocal sensoKvisSensor Figure
3 shaws the relatiorship betweenthe visRerf main cortroller andthe local visSensoand compnentsof eachside.
visRerf usesseveral pratocolsasa communicationsubsystemFor example, the Net Sol ve modue at the bottomof
thefigureis usedfor comnunicatingwith the NetSole agert to quey its resouce (sener) availability. Usually, this
function is implementedin visSensovia the Java appletversion. The Sensor protacol modde is the corecommu
nicationmodule thatprovidestwo kindsof comnunicationprotocds: raw montor protacol andXML-RPC pratocol.
The accesgraocol canbe chan@din accor@ncewith the userervironment. Also, a usercanmake its own visu-
alizerthrough an XML-RPC interfaceof ary progamminglangua@. Throughthe comnunicationpratocol, visRerf
mana@s someusagestatisticshasedon log data. It maintairs the number of usersandresoucesto be usedby the
middlewvare. Usingthe Cont r ol modue, vi sPer f cancontrd local sensorgegisteredin the main controlleror
directly contol alocal sensolby specifyingits network address.To checksensorgegisteredin a viewer/catroller,
this modulealsoperiodcally sendsasynchramizationmessag¢o its local sensorslf asensoiis outof orderor having
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aprablem,ausercandiscoverit.

The information moritored from local sensords delivered to a viewer/'controller thenit is presentedszia multiple
graphical presentatios. In our systemtherearetwo typesof presentatin: theperformancdluctuaion graph andthe
interactionmap The gereral perfamanceinformationincludng CPUworkloadanddisk I/O workioadareshovnin
aline graph Theinteractias of the middlewvare aredisplayedin a resouce mapwith ananimation The sequene
of aninteractionanimationis basedn thelogsdefinedin the appr@riatesensoffilter in whichthelog runsfrom the
baginning of a call (from a client applicatian) to the endof the call. The screenshotsarepresentedn the casestudy
sectionof this pager.

Local Representative Monitor
Monitor
Directory
Service

Local Grid Domain

Figure4: Monitor Directory Service:visRerf canconrectto alocal sensothrough MDS.

3.3 Peer-To-Peer Monitor Network

As mentioredin Section2.2,a network topdogy for a moritoring systemis neeeédto manag the systemeffectively.

Sensorarelocatedacrossmultiple grid domairs to monitorthe local systems.Through the peerto-peernetwork of

amonitoiing systemiit is possibleto seethe repesentatie sensors summarizednformationaswell asthe specific
local machne’s statuswith a directconrection. Locally, the represetative sensomaintainsthe statusof its doman

machiresin which sensorsalsoexist for eachtarget machinein slave moce. To find out the apprgriatesensoito be
contactedvisRerf sendsa queryto the MDS (Monitor Directoly Service)or to a local sensowith a unigue doman

name(e.g UT-ICL, it is notthelnterretdoman name) Figure4 illustratesMDS. Whenalocalrepesentatie sensois

abou to startservice themonitorregistersitself to the specifiedVIDS. Whentheusers visRerf useshelocal moritor,

thelocal sensorcomectedby the userforwardsthe quer to the MDS. The MDS retunsthe hostnane, its network

port numbe, andthe type of the target remotesensar Becausdhe sensorcanbe a repesentatie sensorof a local
doman, thetype of the sensoiis neeedto deternine its fundionality. With theresposefrom the ques, visRerf can
directly contactthelocal sensoto getits status.
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Request for a sensor behind firewall Request for connection proxy to a sensor

Request for 0C __ Cennection

Direct Outbound Gonnection Response -

Response

Local Sensor Representative Sensor visPerf Local Sensor Representative Sensor visPerf

Figure5: Monitor Proxy: BehindFirewall (left), PrivatelP Network with anaccesgoint(light)

3.4 Multiple Access Points: Monitor Proxy

With the peerto-peernetwork of the monitoling system userscanbrowsetheinformationof a remotemachinewith

locationtranspaengy. For security mostorganizatismsintroducea network firewall systemastheir front-end. In this
case,it is impossibleto conrectto a local sensorirectly from outsideof the network. Exceptfor a secureinbound
network port (e.g. SSH,HTTP port andsoon) andall outboundnetwork connectims, mostinbound comectionsare
not permitted by thefirewall system.So,the outsidemonitor doesnot conta¢ a sensohostlocatedbehnd a firewall.

In additionto this prablem,mostlocal clustersystemsaiseaninterral network addressschemde.g. privatelP address
or NAT) dueto thelack of IP addessedor their working nodes exced a mastemock (i.e. gatevay nodg connectd

to the Intemet. This alsomakesit difficult for a monitoing systemto comectto a local sensorfrom outsidedirectly.

To solve this environmentalprodem, we introduceda ” Monitor Proxy’ functionto suppot a conrectionfrom outside
of anetwork. Themonita proxy perfamedby visSensohastwo functiors:

(i) Deliveraconnetionrequesto alocal sensoffor anoutsidemonita through arepresentatie sensothatusesHTTP
portfor its network connetion, and(ii) provide a conrectionpraxy through arepesentatie sensar

In caseof a firewall, both methals (i) and (ii) areappliedto conrectfrom outsideof the firewall. If anoutbaind
conrectionof alocal sensois pernitted by afirewall, andif thelocal repesentatie sensonotifiesthelocal sensoof
arequestfrom anoutsidemoritor, the desiredinside sensorcancontactthe outsidemonitorin the reversedirection
Thenthesetwo monitors cancommunicatewith eachother Theleft sideof Figure5 illustratesthis situation.In case
of a private IP network, methal (i) is appliedto connet from outsideof the network. If alocal sensolis notableto
conrectto anoutsidenetwork, it hasto usea kind of "gatavay host' of its clusteror grid. Mostlocal clustershave
an exposednode(e.g. masterhost)to the Intemet. If the representatie sensotis locatedin the node, it cancreate
a connectim on behalfof the inside sensor So, a moritor thatwantsto conrectto a local sensorbehird a private
network with aconnectio point cancontacthelocal sensothroughits represetative sensaor Theright sideof Figure
5illustratesthis situation.For the securityof a malicious conrection,we usethemd5autheticationmethod16]. The
methodusedto do authenticatia is very simple. Eachsensolhasa file containing a setof keys thatareusedto salt
amd5hash.Theinformationbeingtransferedfor authenticatia before actualcommunicationbetweertwo sensors
hasits md5 checlsum calculatedusingthis salt, andis thentransfered to the destination alongwith the md5 hash
result. At the destinatio, the sensowill geta key, obtainthe saltvaluefrom a key file, andthencalculatethe md5
hashvalue. The key selectedrom akey file is deternined by anindex valuefrom a conrectionwith the originating
sensorlf thetwo arein agreemat, auttenticationis successful.
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4 Case Study: visPerf for NetSolve

As an examge for visRerf, we preseh the custonized monitor for the NetSole grid middlevare. The NetSole
projed[14] is being develgped at the Innavative ComputingLabaatory of the University of Tennesse€€ompuer
ScienceDepartnent. It providesremoteaccesdo conputationé resource including hardvare and software andit
suppots differert architectuesandoperatiry systemsncluding Unix andWindows platforms. Becausef its deploy-
ablesoftwarearchitectue, NetSohe hasbeenusedwith othergrid middlewvare suchasGlobus[11] andConda[10]. In
this section,we shaw theinteractiors of the NetSole productiongrid usingvisRerf. NetSole providesblockingand
nonblocking callsto a prodem on an availablesener. It alsooffers simultaneas multiple calls suchas”farming’
callsin which a users datais dividedinto indepeulentparalleINetSole callsto usecompuing resource simultane-
ously Farmirg is a new way of calling NetSole to manag large nunbersof reqestsfor a singleNetSole prablem.
We canview the pardlelism of NetSolhe usingour moritoring system.

4.1 Customized Log Filter

To view the interactias of a system we have to preparea log filter thatis usedfor refining a specificsystems log
into a form of visRerf asmentiored in Section3.1 To track the sequencef a NetSole call, we addednew logs
to the NetSohe system,which are small modificatios to the sour@ codeof NetSole. This is just for completirg
visualizationof visRerf. Without this modification interactims of NetSole cannotbeshovn. Theparallelismof non
blocking calls cannot be shavn becauséhereis nolog typeto indicatethe endof a NetSole call. In addtion to this
log indicatingthe sequene of a NetSole call, this log filter parsegperfamancenotificationlogs. This information
presentshe current CPUworkload andsener’s network perfamance

4.2 Visual Presentation

Figure6 (left) shavs asnapshbof ausers prodem beingsubnitted betweertlientapplicationandsenerthrowghone
centralNetSole agentof a productiongrid, which occuedduring themiddleof aNetSolhetestingprogam(Test of
curreri releaseof NetSole 1.4). In additionto this interat¢ion map,userscaninvestigatea specifichostusingvisRerf
asin Figure6 (right). Fromthis visualinformation,userscanseethe wholepictureof the curren runring system.For
browsing a sensors statusincludng underlyng interactionof thegrid middlevare a Java appletversionof visRerf is
available.

Figure6: Visual PresentationInteraction Map of NetSohe(Left), PerformanceGraphRight): CPU Workloadred
bar)andIl/O workloadbluebar)
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UsingvisSensgrwe canobtainusefulinformationfor a grid middlewvare’s schedule Figure7 illustratesthe perfa-
mancefluctuatian of a machines CPU anddisk I/O. We are currently working on a perfamane forecastingproject
(SWS: StorageWeatherService)on a storagesystem. It is similar to NWS (Network WeatherService)LL7], which
dealswith network perfomance.Basedon visSensarSWS collectsCPU anddisk I/O perfamance.Using various
mathenatical estimationmethod, SWSwill offer perfamancetrend informationto a subscriler includng a grid
middlevareresouce schedier usingthis visRerf framework.

Figure 7: Sensorind.ocal Machines CPUandI/O perfamance

5 Related Work

GlobusHBM(HeartBeatMonitor)[7] is amonitorfacility to detectfaultsof acompuing resourcenvolvedin Glohus.
It checksthe statusof a target machineandreportsit to a higherlevel collecta machine.HBM hasan application
level checkmint mecharsmthatis alsousedasafault-tderancanechasmandcanbeusedfor othergrid middlevare
suchasNetSole. GridMonitor Java Applet[1] is akind of moritor for Globussystem It worksby displaying thegrid
informationandsener statusfor all sitesincluding Globus MDS (Metacanputirg Directory Service).JAMM[19] is
an agert-basedmonitoling systemfor grid ervironmentsthat canautomatethe executian of monitoiing sensorsand
the collectian of eventdata. It suppots not only the systems geneal perfamanceincludng network (with SNMP)
and CPU workload, but also applicationsensorghat are embedéd inside of applicatiors to notify an overloadby
threshdd variables |t is atypeof systento collectperformarceinformationof thegrid environments. Thesesystems
eachhave adifferert designcorceptfor theirown purpose.Thedifferercefrom ourwork is thatvisRerf is designedor
monitaing activities usinga grid middeware’s depenéntinformationvia directandindirectinterfaces.Our system
works by visualizinginteractiors of the working systemand shaving usefulinformation on the systemincluding
perfamanceanformationin a simple,practicalmamer
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6 Conclusion and Future Work

This pager presentediisRerf asa monitoiing tool for a grid middlevareto shawv the runring actiities and various
perfamanceinformation. We attemptig to designandimplement a generalmontoring tool for suchmiddlewvare.
For a target grid middlewvare, the undetying visSensodoes the sensoringvork and manageshe middlewvares log
informationanddeliversit to auserin agraphcal manne. To make themoritoring systenmoreefficient,we designe
apeerto-peemetwork with MDS (Monitor Directory Service)to searcranappopriateremde sensoby investigating
its tolerarce for network accesgestrictiors. visSensoworks asa monita praxy, which enableghe commuiication
betweentwo sensorsn a restrictedaccessrvironmen suchas a firewalled network or a privatelocal IP network.
This monitaing tool will beimproved asa moregenerd moritoring systemto suppot various grid middeware by
addirg new sensoffunctiors andlog filters. At the sametime, usingthis underlying networked sensoringsystemwe
will attemptto make this moritor tool a usefulinformation provider.
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